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	Date:
	October 2023

	Job Title:
	Data Forensic Manager

	Post Number:
	DP1526

	Division/Department/Section:
	South West Forensics

	Line Manager:
	Data Forensics Operations Manager

	1. PURPOSE


	To supervise and manage the Regional Data Investigation Team in their examination of electronic devices including computer and mobile devices in all levels and types of crime.  Responsible for the operational management and performance of staff within Data Forensics.
Management of technical investigations involving the securing and retrieval of data from seized computers and mobile devices, including configuration of operating systems and applications. 
Assist in level 2 criminal investigations as directed by Force/Regional tasking to allow Force targets to be achieved efficiently and effectively. Liaise with other law enforcement agencies and co-ordinate other investigative efforts. 

	2. POSITION IN THE ORGANISATION
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	People who work directly for this post


	Data Forensic Investigator X3 – Responsible for the examination and analysis of Computers and other Digital Devices 
Mobile Device Examiner X3 – Responsible for the examination of Mobile Devices 
Data Forensic Technician X2 – Responsible for acquisition of digital devices 
PPU Data Forensic Investigators X2 – Responsible for the examination and analysis of Computers and other digital devices.


	3. MAIN RESPONSIBILITIES



	What is the post responsible for?

(INPUT)
	With what results?

(OUTPUT)

	Direct and resource compliance to the International Standards Organisation (ISO) 17025. Monitor Data Forensic Unit performance in relation to the ISO standard, take necessary action to attain, retain this accreditation and compliance.


	To verify the department is operating to internationally recognised standards of quality management. Promote Quality Management Systems, Business Excellence, Best Value, and Value for Money and Benchmarking with evidence.



	Effectively advocate and manage change as driven by the Force and Regional Objective. Maintain a culture of inclusion, collaboration and support for turning ideas into improvements. 

	Working with all to identify opportunities, to encourage and drive the joint effort in their development and to promote positive buy-in to change and regional working.

	To be  the Subject Matter Expert responsible for advising SIOs on specialist matters relating to the handling of digital evidence from computers and mobile devices. Specifically relating to recovery, analysis, intelligence development, retention, scheduling, disclosure of material and the production of evidential packages. To advise as Subject Matter Expert Senior officers with inputs to Gold and Silver groups.

	To provide knowledge so that evidence is not compromised and correct procedure is complied with.

	Identify opportunities for improvement, providing a central point of contact for Data Forensic related matters. 


	Ensuring an effective interface between the Data Forensics Unit and the Force, its partners, its suppliers and government departments.


	Be responsible for the management of over £200k for the outsourcing of cases over the last 2 years – prioritising and risk assessing all cases to identify sitable submissions.


	Provide cost effective solutions for the outsourcing of cases.

	Management of overall local budgets for the Data Forensics Unit. Approve and authorise purchases, outsourcing and staff overtime. This also includes advising the Head on the appropriate use of regional funds for the provision of staff training, equipment renewals and software licensing each year totalling £150k.


	To en Ensure cost effective management of department within budgetary constraints and that continuous process improvements are driven.



	Responsible for staff welfare, providing support to staff ensuring regular health monitoring is attended and conducting  three monthly support meetings.
	Ensure welfare of staff is managed and the correct support is provided. Reduces risk to the organisation as ensures compliance with Health Monitoring policies.

	Responsible for the creation and chairing of regional workshops and working groups. Present outcomes from these events to the Head of Digital Forensics.


	Support the development of the business and staff development across the four forces.

	Be accountable for the compliance of National and Regional policies and procedures, legislation, best practices and quality standards. Represent the Region / Force at National and Regional Digital Forensic forums.

	To ensure national policies and strategies in relation to Digital Forensics are communicated and developed in the Region/ Force. Minimising risk to the organisation and identify areas where action needs to be taken to improve compliance.


	Distribute, co-ordinate and assign work to Data Forensics Staff. Monitor schedules of work and initiate changes to deliver improvement and efficiency. Be accountable for triage and gate-keep against offence, Risk, Proportionality and necessity to investigations and escalate cases as required.


	To ensure effective and efficient service delivery to stakeholders.



	Produce professional statements / technical reports, and attend court/judicial proceedings when required to give evidence of results of the examinations undertaken and the complex processes involved.

	To maintain organisational and public confidence in local and Regional Data Forensics capability and protect the reputation of the organisation/region.

	Ensure Health & Safety matters relating to Data Forensic related risks are dealt with and training needs are identified.
	Ensures compliance and reduces risk to the force.

	To contribute and maintain productive relationships with individuals and teams both internally and with strategic partners such as local authorities, neighboring police forces, professional bodies and key agencies.


	To foster closer working relationships, participate in activities to find solutions to common problems and deliver a high quality service to shared customers.

	Lead and undertake designated project work as directed. Research, evaluate, analyse and produce proposals on new techniques, software, systems and technology to ensure departmental effectiveness and ensure capability to provide and effective service in maintained.


	To ensure the Region maximises its ability to achieve and develop effective Data Forensics facility’s and capability.


	Develop and maintain departmental plans and objectives, aligning them with regional and local requirements.
	To ensure the effective operation of infrastructure.

	Through effective leadership undertake regular assessment of Team and individual performance to ensure objectives and targets are being achieved. Produce management reports on the unit as and when required locally or for the region.


	To ensure that the Department has a robust performance framework that feeds into the Region’s and Departmental performance management. This will include holding the individuals to account for performance.



	Be responsible for the implementation and facilitation of local training for DFU and Kiosk operator staff. Monitor and assess ongoing competency of these staff members and ensure to feed national findings into training.


	To ensure the continual development of facility’s staff and ensure others understanding of capability and potential of unit with continuous improvement Continual professional development of staff.

	Conduct specialist and technical examinations of Digital Devices. Provide specialist expert opinion and interpretations. Examine recovered evidence and perform specialist technical or manual tasks.

	To maximise forensic recovery of intelligence/evidence opportunities and maintain knowledge of Digital Forensic examinations.

	This list of duties is not restrictive or exhaustive and the post-holder may be required to carry out duties from time to time that are either commensurate with/or lower than the grade of the post.  In some posts this might include the ad-hoc provision of guidance and informal training of new colleagues.


	Completion of duties to meet the needs of the police service.



	4.
CONTACTS
Five main contacts, internal or external (other than Manager), which the post-holder regularly deals with in the course of their work.


	1.


	Police Officers including Senior Investigating Officers (SIOs) and members of Police Staff concerning submission and examination of equipment submitted to Data Forensics.

	2.


	Other Law Enforcement Agencies concerning procedures, intelligence and advice.

	3.


	Members of the public, including course trainers, national advisors (e.g. NSLEC) and software company representatives.

	4.


	Crown Prosecution Service (CPS), Defence and Prosecuting counsel concerning current cases, including specialist advice and knowledge.

	5.


	Senior Management / Command team regarding Force wide / national issues and strategies of a Hi-Tech/digital nature, including matters impacting on long term planning.

	5. SPECIAL CONDITIONS/ADDITIONAL INFORMATION

Any special arrangements surrounding the job e.g. 24 hr responsibility, on-call time, and weekend work in this section.



	Flexible  Flexible approach and response to operational demand.


	6. HEALTH & SAFETY TRAINING 

Are there any specific health and safety training requirements for this role which need to be considered prior to or post appointment? (E.g., manual handling training, VDU assessment, Control of Substances Hazardous to Health (COSHH) etc)


	To attend and successfully complete nationally accredited courses.  Failure to pass these courses may result in the termination of contract.  Should the post holder leave within 2 years, there may be a requirement to repay training costs.

All successful applicants will be required to submit themselves for drug testing in line with employing Force's Drug Policies.

Please note that, due to the nature of security checks undertaken, applicants must have 3 years' continuous residency in the UK up to the date of the application and Home Office approval for indefinite leave to remain within the UK.

When operational needs require, travel and work at other SW Forces locations to undertake role as and when required. 

You may be required to perform other duties which are not necessarily specified on the role profile, but which are commensurate with the responsibilities of the role holder.

Designated Powers in relation to seizure, handling and creation of exhibits.
Manual handling and movement of hardware and consumables.


	7. HEALTH MONITORING

Are there any Health Monitoring requirements specific to this post which will be considered prior to appointment/job offer?



	Staff within Data Forensics Unit have been and will continue to be subject to regular Health Monitoring reviews.

In addition to risks through failure of normal forensic precautions (items submitted containing blood, etc.) articles subject to forensic examination are frequently seized from users / an environment which may be heavily infested with harmful bacteria and microbes. This can potentially lead to serious illnesses including pneumonia, meningitis etc.

This particular role is therefore subject to ongoing generic risk assessments.



	8. VETTING

Certain designated posts require enhanced vetting in line with the Force Vetting Policy.  Details of such specified below e.g. ‘this post is subject to vetting’ or ‘this post is subject to higher level vetting’.  Vetting clearance will need to be obtained prior to appointment of a candidate. 



	Vetted to MV level

	9. TERMS OF APPOINTMENT 



	The commencing salary will be within Scale H. For full salary range refer to Dorset Police Staff pay scales.

The Force Values together with the National Code of Ethics are a set of non-negotiable standards that all Dorset Police staff must abide by. Loyalty to these Values and Ethics are a requirement for membership into Dorset Police.



	10. PERSON SPECIFICATION




	Essential Criteria



	Essential Qualifications/Specific Training/Alternative relevant experience, knowledge, skills which are required for this post.


	Criteria to be measured
	Competencies Required

	Criteria A


	A relevant degree or equivalent, and/or proven operational experience as a Digital Forensic Investigator or in an investigative role involving digital evidence.



	Criteria B


	Previous supervisory/management experience including prioritisation of workloads, team and individual development and performance management.

	Criteria C


	High levels of understanding in relation to computer data storage, Windows operating system file directory structures, electronic directory file management, and applications software including Microsoft Word and Excel.


	Criteria D


	Knowledge and understanding of current legislation and practice guidance for the seizure and processing of computer and mobile device evidence. This includes a good working knowledge of ACPO guidelines in relation to seizure of exhibits, scene management and recovery of data. 



	Criteria E


	Ability to work in challenging situations, including viewing offensive and distressing images (such as child abuse images) on a regular basis.

	Criteria F


	Operate on own initiative, and as part of a team, accounting for own actions and decision-making during examination processes.

	Criteria G


	Excellent organisational skills including maintaining continuity and integrity of exhibits, detailed recording and retention of information, secure storage and backup of data and evaluation of completed analyses.



	Criteria H


	Excellent communication skills including the ability to convey complex and technical information, preparation and production of detailed reports and documents and delivering presentations to all levels.


	Criteria I


	Successful completion of computer forensic training.

	Criteria J

	Ability to travel throughout the region and nationally as and when required.

	Desirable Criteria (if applicable)



	Desirable Qualifications/Specific Training/Alternative relevant experience, knowledge, skills which are required for this post.



	Criteria to be measured
	Competencies Required

	Criteria K


	Previous attendance on the Hi-Tech Crime Manager’s workshop.

	Criteria L


	Knowledge and experience in certification and accreditation of quality standards.
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